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1. Background and context
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Speaker: Moad Elhaddad   

●  Industry’s focus on processor performance   

- Moore’s Law: number of transistors double almost every two years

 

1971:Intel 4004 2,300 
transistors

2017 : I5-8600k Billions Of 
transistors

=> less secure systems!



1. Background and context
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● Timing-based attacks

● Extract information by measuring time differences at runtime
 

● Operate on hardware - very problematic 

● Hardware-targeting timing leaks in RISC-V processors during the 
design phase



RISC-V  vs Modern processors
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● Open source
● Simple Architecture

● Proprietary: Owned by / tied to a specific vendor

VS

1. Background and context



7



2. Research materials and methods
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C- and RISC-V 
Assembly 
language 
programs

Hexadecimal 
format programs

Simulated 
RISC-V 

architecture 
processor

Instruction code 
trace file

Exploitable trace generation



2. Research materials and methods
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Overview of the analyzer’s software architecture



2. Research materials and methods
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Processor trace analysis

Instruction code 
trace file

Analyzer 
component-by-component 

analysis

Output file

User interface
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3. Results
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Demonstration
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https://docs.google.com/file/d/13ESqEfjSqbDL_brWYmXcs4S2JwTgALAM/preview
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4.Discussion
Some improvements are still needed…

● Developed a tool that classifies and organizes information for manual analysis to 
detect vulnerabilities.

● Future plans to automate the analysis process.
● Tool should be tested on physical RISC-V processors to validate its effectiveness in 

real-world scenarios.
● Need to consider "cache cold start" and "branch prediction cold start" phenomena 

when performing timing analysis.
● Simplifications were made in the initial version of the software, such as not 

accounting for dependencies between components during instruction execution.
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4.Discussion

● Optimize our implementation
○ Reduce repetitive functions

● Implement matching pattern detection to detect attacks
○ Implement attack detection to ensure safety at design level

But it still is a good start for further projects!
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5. Conclusion
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● Tool developed for processor designers to detect timing leaks at the design 
level.

● 'Timing Leakage Analyzer' (TLA) in Python for analyzing trace files and 
generating reports.

● Current approach lacks cold start misses and dependency consideration, 
requiring future improvements.

● Reliable tool based on computed True Positive Rates and timing criteria.

● Foundation for research and enhancing hardware security against 
timing-based side channel attacks.
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Stay tuned to see our project on GitHub!
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